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AN NINH BAO MAT
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Noi dung

1. Cac van dé an ninh trwc tuyén

2. An ninh cho may khach

3. An ninh cho kénh giao tiép gitra cac ma:
4. An ninh cho may chu

5. Cac té chirc bado mat internet

W\MN.sanghv.corﬁ - AOF

Ha énisang

11/30/2018



Tong quan vé an ninh mang

Bao mat may tinh:
Bao vé tai nguyén khai nhirng truy nhap trai phép
nhu st dung, thay doi, pha huy

Mat vat ly
Gom cac thiét bj bao vé hiru hinh

Mat logic

Bao vé tai nguyén st dung cac phwong tién phi vat
thé

Moi de doa

GOm bat ky hanh dong hoac doi twgng nao co thé
gay nguy hiém cho tai nguyén may tinh




o
Quan ly rai ro

= Bién phap doéi pho
= L& céac thu tuc co thé nhan dang, gidam thiéu hoac loai
bd cac nguy hai
= Nghe lén
= Nguwoi hodc thiét bi co thé nghe 1én va sao chép tin
tirc trén mang internet
= Crackers hoac hackers

= Viét chwong trinh hodc ky thuat cdng nghé cho phép
truy cap trai phép vao may tinh va mang
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e
Phan loai bao mat may tinh

= Bi mat (Secrecy)

* Bao dam tinh chinh xac cua di¥ liéu va ngan nglra
cac thong tin riéng tw bi tiét 10

= Toan ven (Integrity)
= Viéc ngan nglra stra doi di¥ liéu trai phép
= Tinh dap &ng (Necessity )

= T chdi hay dap trng truy cap thdng tin khéng kip thoi
??

" 11/30/2018 HaVan Sang — www.sanghv.com - AOF




Muc tieu cua bao mat

Bi mat

Toan ven DBdp tng

Source: GUNTE% ‘%’g
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e
Chinh sach bao mat va an ninh tich hop

= M6t chinh sach bao méat la mot van ban moé ta:

= Tai nguyén nao dwoc bao vé va tai sao dwoc bao vé

= Ai chiu trach nhiém viéc bao vé

= Nhirng hanh vi nao dwoc phép hoac khong dwoc phép
= Buwdc dau tién trong viéc tao ra mét chinh sach bao mat

= Xac dinh tai nguy@n nao dwoc bao vé tir cac mdi de doa
= Cac chinh sach:

= Bao vé vatly

= An ninh mang

= Quyeén truy cap

= Chbng virus, thdm hoa...
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Céac yeu to cua chinh sach bao mat

Xac thyc (Authentication)
Ai dang cd gang truy cap vao trang web?
Kiém soat truy cap
Ai duwoc phep dang nhap va truy cap vao trang?
Bi mat
Ai dwoc phep xem thong tin bi mat
Toan ven d@ liéu
Ai dwoc phép thay dbi div liéu?
Theo doi hoat dong

Nhirng gi va ai tao ra cac sw kién, va xay ra khi nao?
i b
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e
Bao mat cho may khach

= Két n6i khdng bién gidi

= Viéc truyén tai thdng tin la doc lap
= Cookies phién

= Ton tai cho t&i khi khach hang két thac két ndi web
=  Cookies con lwu lai

= VAan ton tai trén may khach vé th&i han
= Cookies cla bén thi nhat
= Cookies dwoc dat trén may khach bdi mét trang web cua server

=  Cookies bén thir 3
= Tw moét trang web khac véi trang web dang truy cap
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J} Cookies

Search:

The following cookies are stored on ywour compuker:

Sike Cookie Mame
‘m @ 1.harryanddavid.com

| 7100246, agchurches. org

|7 1800Flower s, com

| ) 247realmedia. com

| )207.net

Mame: =no cookie selecked:=
Content: =no cookie selected=
Host: =no cookie selected =
Path: <no cookie selected=
Send For! <no cookie selected =
Expires: <no cookie selected =

Remove Coakie | | Femave all Cookjies

11/30/2018 ©HaVan Sang - www.sanghv.com - AOF




Active Content

Active content

* Poan chwong trinh dwoc nhung vao trang web va tw dong
thwc hién
— Tw déng tai vé va ma file
» Cookie, java applet, java script, activeX control
« Tuy vao mirc dé bao mat tai Client, trinh duyét hién thi hop
thoai canh bao

Ngdn ngl kich ban: cung cap cac doan ma hoac Iénh co thé thuc
thi

Applet: mot chwong trinh 'ng dung nhé

Trojan horse: mdt chwong tinh an bén trong mot chwong trinh khac
hoac trong trang web, c6 kha nang che dau muc dich cua né.
Zombie: chwong trinh lay nhiém bi mat trén may tinh cé kha napg
khéi dong viéc tan céng trén cac may tinh khac P
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Internet Explorer

r{@ A, script iz accessing some software [an Actives control]
?ﬂ on thiz page which has been marked safe for scripting.
: Do pou want ta allow this?

[ Yes ] [ Mo q

FIGURE 10-5 Dialog box asking for permission to open active content on a Web page
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VIRUS

Xuéat hién 1an dau tién vao nam 1983.
Virus 1a mét chuong trinh may tinh c6 kha
nang tu nhan ban va lan toa.
Mtrc d0 nghi€ém trong cua virus dao dong khac
nhau tuy vao chu y cua ngud1 viet ra virus:
it nhat virus cling chiém tai nguyén trong may tinh
va lam toc d xur Iy cua may tinh cham di
nghiém trong hon, virus co thé xoa file, format lai
0 curng hoac gay nhirng hu hong khac.




VIRUS

Truoc kia virus chu yéu lan tda qua viéc str dung
chung file, dia mém..

Ngay nay trén mo1 tru’(mg Internet, virus co co ho1 lan
toa rong hon, nhanh hon.

Virus da phan duogc giri qua email, an dudi céc file
gu’l kem (attachment) va lay nhlem trong mang no1 bo
cac doanh nghi¢p, lam doanh nghi€p phai ton kém
thot gian, chi phi, hiéu qua, mat dir li¢u...

Cho dén nay hang chuc nghin loai virus da dugc nhéan
dang va udc tinh mo1 thang c6 khoang 400 loai virus
mo1 duogc tao ra.



../../HoTro/VIRUS.doc
../../HoTro/VIRUS.doc

e
WORM

O Saumdy tinh khde véi Sau may tinh (worms):Nséu may
virus & chd ? tinh khac v&1 virus ¢ cho sau may
tinh khong tham nhap vao file ma
tham nhap vao hé théng.

= Vidu:

= Sau mang (network Yvorm) tu nhan
ban trong toan h¢ thong mang.

d Vidu?

= Sau Internet ty nhan ban va ty gu
ching qua h¢ thong Internet thong
qua nhirng may tinh bao mat kém.

= Sau email tu gui nhu:ng ban nhan mn
cta ching qua h¢ thong email. (e o
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Trojan

Khai niém : :
, , « Dat tén theo truyén thuyét con
Tac hal ngwa Trojan cua thanh Troy

i R R ~—Lamo6tioatchwrongtrinhngay—
Cach lay nhiem ﬂhﬁﬂgﬁﬂ’é%%%@ydﬂﬂ Be

4 hanu 9 R 0,1
O gui ‘bao e45%a cho

mot dia chi email dwoc dinh triede
o GUi emall vOi nQi dung khuyen

mot dwong link cung cap trowz@
_ email de den mot website nao do




e
Phishing

= Khai niém

= Tac hai + Xuét hién tir n&m 1996
" , X A e Muwru dd sip dung email tin nhan dang
= Hinh thtrc tan cONg | pepupimnens tamyamtradadant iva
ndéitaudungurg o3t &g thong tin nhay
-Fddlra-nhirng-website-ban-hang;-ban-dich-
vu “y nhw that” trén mang va tdi wu hoa
ching trén Google dé “nan nhan” tw tim
thdy va mua hang/dich vu trén nhirng
website nay
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Chirng nhan so6

La mot thong diep dinh kem theo thw dién

t& hay active content nham muc tiéu cho

biét ngudi gvi thw hodc trang web do 13 ai
C‘huﬁng nhan khépg noi |én dwoc chuwong trinh
can cai dat la chat lwong hay co6 ich
Chng nhan cho biét mot diéu chac chan
chwong trinh la that

—Néu nguwoi str dung tin twéng vao céc nha
phat trién phan mém, thi san pham cua ho
cling c6 thé dwoc tin twdng ik

-
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Gm a i I Welcome to Gmail

talk O BETA

Q2

New! Gmail ¢

Chat with your fr
pragram or look
already emall, a:
save and search

About Gmail

Gmail is an expe
never have to de
want.

s Search, don'
Use Google s
sent or recep

s« Don't throw ;
Cryer 2718.94(
to delete anot

e Keep it all in
Each messag

Certificate 7| x|
General  Details |Certificati|:un Path |
Show: | <All> -]
Field | Yalue -
E'u‘ersil:un W3
ESeriaI number 3F 73 dd
ESignature algorithm mdSRSA

E Issuer

E'u'alid Fram
[Evalid to
Eﬁuhject

EPublic (=

Thawte 55C CaA, Thawte Consulking (F. ..
Wednesday, June 08, 2005 5:12:54 AM
Thursday, June 08, 2006 5:12:54 AM
v, google,com, Google Inc, Mountai,..
RS54 (1024 Eits)

[

V3

Edit Fropetties. ., Copy ko File...

OF

E2006 Google - Privacy Palicy - Program Palicies - Terms of Use

Sign in to Gmail with your

Google Account

Username:l

F‘asswnrd:l

[T Remember me on this
computer.

Sigh in |

Forgot your username or passwoard?

Learn more about Gmail.
Check out our new features!

A few words about Gmail and privacy.
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Chirng nhan (tt)

Ch&ng nhan phai do mdt don vi ¢ uy tin cap
Certification Authority (CA)
VeriSign

GOm céc théng tin
Tén, dia chi cia nha phat trién phan mém
Public key cGia nha phat trién phan mém
Thoi gian hop 1€ cua chirng nhan
S6 chirng nhan
Tén ngwdi cap chirng nhan
Chir ky dién tlr cia ngwdi cap chirng nhan




Bao mat kénh giao tiép

Bi mat la cong tac phong chong tiét 16 théng tin
trai phep

Bao mat 1a bao vé quyén loi ca nhan dé khéng
bi tiet 16

An trdm thong tinh nhay cadm hay théng tin ca
nhan la moOi nguy hiém dang ké

DPia chi ip va théng tin trinh duyét cua ban lién
tuc bi tiét 16 khi duyét web




Moi de doa — Internet

Céc goi tin di chuyén trén Internet theo mdt con dwéng
khéng dw kién trudc

Nguwdi dung khdng biét goi tin sé Iwu lai & noi nao

Gai tin bj doc trdm, slra dbi, xo6a

“sniffer program” dwoc st dung dé bat gai tin

Mot s6 cac phan mém EC van con nhiéu 16 hdng
(backdoor)
L&i 1ap trinh ngau nhién hay c6 y ctia ngwdi phat trién phan mém
Néu co6 kién thirc va phat hién duoc backdoor, ké Xau co thé
quan sat cac giao dich, x6a hay danh cap dir liéu

ik .
...wm {_' A -
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Cac moi de doa toan ven

Pe doa toan ven ton tai khi mot doi twong thay
doi dong thong tin trai phép
Con dwoc goi la hoat dong nghe len
Bén trai phép co thé thay déi dir liéu
Thay déi s6 lwong tién glri hodc rut tién
xda bo ndi dung trang web
Gia dang hoac Itra dao
« Gia vo moét trang web hay mét ngudi khdng phai ban
Mbt s6 de doa:
Lam gian doan hoac lam cham qua trinh x& ly may tinh
Tt chdi hoan toan viéc xi ly

X6a b t&p dir liéu, chuyén tién trai phép e




o
Bao mat cho may chu

= Cac bién phap bao vé may chu khoi dét
nhap, pha hoai va tan céng ttr chdi dich
VU.
* Pham vi
= Cai dat hé thdng twong 1tra

= C4c bién phap that chat an ninh cla hé diéu
hanh
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Moi de doa cho Server

Phan mém cang tr& nén phure tap, ty 1& 16i (bug) cang cao

C6 thé dwoc cau hinh chay & nhiéu cap dd quyén
Quyen cao nhat — cho phép thuc thi cac 1énh cap thap, truy xuat bat ky
thanh phan nao trong hé thong
Quyen thap nhat — chi cé thé thwc thi chwong trinh, khdng cho phép truy
xuat nhiéu cac thanh phan trong hé théng
Quyén cang cao, web server cang bj nguy hiém

No6i dung cuia cac thw muc cé thé thay dwoc tr browser

Trang web mac dinh khéng duwoc cau hinh chinh xac
* |ndex.html, Index.htm

Yéu cau ngwdi dung nhap tén va mat ma & mot s trang
St dung cookie

ik, .
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Implement
Security
at Every
Layer

LAN Switch

Users
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o
Quyeén truy cap

= La I&p bao vé trong

= Muc dich:
= Kiém soat cac tai nguyén cia mang va
= Kiém soat quyén han trén tai nguyén dé
= Ki,ém soétrdwo’c cac cau truc di liéu cang chi
tiet cang tot.
= Hién tai viéc kiém soat thwdng & murc tép
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Cac muc bao vé
= Quyén truy cap
= Pang ky tén/mat khau
= Ma hoa dr lieu
= Bao vé vat ly
= Twdng lra
= Quan tri mang
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M3 héa dir liéu

Pé bao mat théng tin trén dwdng truyén
nguoi ta str dung cac phwong phap ma
hoa.

D{ liéu bi bién dbi tcr dang nhan thuc
dwoc sang dang khong nhan thiec dwoc
thgo Mot thuat toan nao do va sé dwoc
bién doi nguoc lai & tram nhan (giai ma).
Pay la I&p bao vé théng tin rat quan trong.

"“"’h oo - i .
' ]
: az




Pang ky tén/mat khau

Pay ciing 1a kiém soat quyén truy nhap, nhwng khéng phai truy nhap & murc
thdng tin ma & muac hé thdng.

La phwong phap bao vé phd bién nhat vi né don gian it phi tdn va ciing rat
hiéu qua.

M6i nguwoi str dung déu phai cé dang ky tén va mat khau trwdc. Ngwdi quan
tri mang ¢6 trach nhiém quan ly, kiém soat moi hoat déng ciia mang va xac
dinh quyén truy nhap cda nhirng ngudi s&¢ dung khac theo thoi gian va
khéng gian (nghia la ngudi st dung chi dwoc truy nhap trong mot khoang
th®i gian nao dé tai mot vi tri nhat dinh nao do).

Vé ly thuyét néu moi ngudi déu gitr kin dwoc mat khau va tén dang ky cua
minh thi sé khdng xay ra cac truy nhap trai phép.

Song diéu dé khé ddm bao trong thwe té vi nhiéu nguyén nhan rat doi
thwong

C6 thé khac phuc bang cach nguwdi quan mang chiu trach nhiém dat mat
khau hodc thay déi mat khau theo thoi gian.

3\
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Bao vé vat ly

Ngan can cac truy nhap vat ly vao hé
thong.
Thwong dung céc bién phap truyén thong
nhu:
Ngan cam tuyét doi ngwdi khédng phan sy vao
phong dat may mang
Dung 6 khoa trén may tinh hodc cac may
tram kh6ng c6 6 mém.




e
Moi de doa — Server

= Database Server
= Tap tin chira di liéu co thé dwoc truy xuat
bang quyén hé thong
 Quyén quan tri cia HBH

= D liéu trong CSDL c6 thé bi 16 néu khéng
dwoc ma hoa
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Twong Ira

Twong Ira (Fire Walls)
= Ngan chan tham

nhap trai phép va | =E AR e ellen)

loc bo cac gai tin - |

khong mudn g M4 hoa di liéu (Data Encryption) <G>J'
hoac nhan vicac  Fori i el 2
ly do nao do dé Pe!
bao vé mét may (Login/Password) ©O-
tinh hodc ca mang . A | C
ndi bo (intranet) Quyén truy nhap (Access Rights) \g
Twong Ita (Fire Thoéng tin (Information) =

Walls)
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Quan tri mang

Trong thdi dai phat trién cia cdng nghé théng tin, viéc
bdo dam cho hé thdng mang may tinh hoat ddng mot
cach an toan, khéng xay ra sw ¢ la mét cdng viéc cap
thiét hang dau.
Céng tac quan tri mang may tinh phai dwoc thwe hién
mot cach khoa hoc dam béo cac yéu cau sau :

Toan bd hé thdng hoat ddng binh thwéng trong gi®» 1am viéc.

C6 hé thong dw phong khi cé sw ¢ vé phan cirng hodc phan
méem xay ra.

Backup di liéu quan trong theo dinh ky.
Bao dwdng mang theo dinh ky.
B&o mat di¥ liéu, phan quyén truy cap, t6 chirc nhém lam weg

trén mang. w;g




Cac loai tan cong

Khéng s dung chuyén mén
Loi dung stre ep, tam ly dé danh lva nguoi
dung va lam ton hai dén mang may tinh
Hinh thirc
» Goi dién thoai, gri mail, phat tan links
Str dung chuyén moén
Cac phan mém, kién thirc hé thong, sy thanh
thao

Hinh thitre
* DoS, DDoS
 Virus, worm, trojan horse




DoS

Denial-of-Service

Cac hacker lgi dung mot may tinh nao do

glri hang loat cac yéu cau dén server muc
tieu voi y dinh lam qua tai tai nguyén cua

sell__Id Gy g imaacn ¢l 22

If== Gi mail 'tap tin dinh
. n theo mail
PC
———— ||
PC
GUi yéu cau http://www...
o

|' " I pC S;ervenr muon il o 2
tan cong
— e *—;_ ~ ez *-' 5 e e SIS —




Buffer Overflow &f‘?&% Of Finance

Save area
Process address space = -
“ L “. A
o 2 t
u = t t
f a '; a
f 1 n ﬁ
c D A
; L
. a d
t d o
= a r d
¢ {4
=
=
- . x B

data read into
huffer and
bevond—into
local data on a
return address
SAVEe area

- .V‘N;‘L_I?Tu
) , High : ‘ia;_l‘ ™ .
s memory [N o
Iy p ___,.»’

. FIGURE 5-11 I Buffer overflow attack
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